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Abstract 

Network-based malware detection increasingly relies on machine learning classifiers, yet the adoption of opaque 
ensemble models in operational Security Information and Event Management (SIEM) systems faces a critical trust 
barrier: analysts cannot validate alerts, tune detection thresholds, or adapt defences without understanding why a 
flow was flagged as Worm, Backdoor, or Exploit traffic. This paper proposes the Explainable Malware Traffic 
Classification (XMTC) framework evaluated on the full ten-class official UNSW-NB15 dataset (approximately 
257,717 records, 175,385 training and 82,332 test), addressing all ten traffic categories—including Generic, 
Fuzzers, DoS, Analysis, and Shellcode in addition to the four core malware classes. XGBoost and Random Forest 
classifiers are augmented with a multi-method explainability suite comprising global Mean Decrease in Impurity 
(MDI), XGBoost gain-based importance, permutation importance, SHAP (SHapley Additive exPlanations), and 
LIME (Local Interpretable Model-Agnostic Explanations). SMOTE oversampling and class-weighted training 
address severe class imbalance (Worms: 218 records, 0.08%; imbalance ratio 426:1). The proposed XGBoost with 
SMOTE and class weighting achieves 83.41% ten-class accuracy and macro F1-score of 0.7418, outperforming 
evaluated supervised baselines on this dataset. Worms F1 reaches 0.4521 and Shellcode F1 reaches 0.5341. 
SHAP class-specific profiles identify flow duration, connection state TTL composite, and source byte count as the 
top three universally discriminative features, while class-specific analysis reveals ACK-data delay as the primary 
Backdoor C2 indicator and small mean source packet size combined with destination port diversity as the Worm 
propagation signature. These findings provide analyst-ready SIEM alert enrichment insights. 

Keywords: Explainable AI, XAI, Malware Traffic Classification, SHAP, LIME, UNSW-NB15, Random Forest, 
XGBoost, SMOTE, Network Security, Intrusion Detection, Feature Importance 

 

1. Introduction 

1.1 Background and Motivation 

Malware-driven network intrusions—including exploit delivery, covert command-and-control (C2) backdoor 
communication, network reconnaissance, and self-propagating worm traffic—represent persistently damaging 
threat categories in enterprise networks. AV-TEST registered over 1.1 billion malware programs by 2021, with 
network-propagating variants constituting a growing proportion (AV-TEST Institute, 2021). Early detection of 
malware traffic at the network layer requires identifying subtle, class-specific flow pattern anomalies in high-
throughput environments before malicious payloads execute or data is exfiltrated. 

Machine learning has established itself as the dominant paradigm for network-based malware detection, 
with tree ensemble classifiers—Random Forest (Breiman, 2001) and XGBoost (Chen & Guestrin, 2016)—
consistently achieving competitive performance on flow-based benchmarks including UNSW-NB15 (Moustafa & 
Slay, 2015). However, operational adoption in SIEM systems faces a critical barrier: model opacity. Analysts 
receiving an alert classifying a network flow as Backdoor C2 require an explanation of which specific flow attributes 
triggered the classification—not only to validate the alert but also to construct new detection rules, conduct incident 
forensics, and satisfy regulatory requirements for algorithmic accountability (European Parliament, 2021). 

This paper evaluates the XMTC framework on the full official UNSW-NB15 partition of approximately 
257,717 records across ten classes—correcting earlier work that examined only five-class subsets or incorrectly 
referenced a raw capture of approximately 2.5 million records as the evaluation dataset. The official released 
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partition (175,385 training, 82,332 test records) is the correct evaluation baseline for reproducible comparison with 
the literature. 

1.2 Research Objectives and Contributions 

This paper makes six contributions: (i) a comparative benchmark of five classifiers on the full ten-class 
official UNSW-NB15 partition; (ii) a multi-method global explainability analysis combining MDI, XGBoost gain, 
permutation importance, and SHAP global attribution; (iii) class-specific SHAP feature profiles for all ten traffic 
categories; (iv) LIME-based instance-level explanation validation; (v) an ablation study quantifying XAI-informed 
feature pruning impact; and (vi) comparison with ten published studies from 2016 to 2022. 

2. Related Work 

2.1 Machine Learning IDS on UNSW-NB15 

The original UNSW-NB15 publication (Moustafa & Slay, 2015) established binary baselines (~85.6%) using 
Naive Bayes, Decision Tree, and Logistic Regression. Kanimozhi and Jacob (2019) evaluated SVM, Random 
Forest, and Naive Bayes in multi-class mode, reporting 88.12% accuracy with near-zero recall on Worms and 
Backdoor due to class imbalance. Salo, Nassif, and Essex (2019) combined Information Gain with PCA for feature 
reduction, achieving 89.43% multi-class accuracy with RF. Ge et al. (2019) applied a CNN-LSTM achieving 90.17% 
ten-class accuracy without addressing imbalance—the strongest pre-2021 multi-class result on this dataset. Yang 
et al. (2020) and Thakkar and Lohiya (2020) reported higher binary accuracy figures (91.84% and 91.24%) but 
limited multi-class analysis. 

2.2 XAI in Cybersecurity 

Fan, Xu, and Shi (2021) applied SHAP to Random Forest for network traffic classification, demonstrating 
alignment between SHAP rankings and domain-expert feature assessments. Abdalgawad, Majumdar, 
Krishnamurthy, and Garg (2022) applied LIME to XGBoost on CICIDS2017 for web attack detection. Mahbooba, 
Timilsina, Sahal, and Serrano (2022) applied SHAP to XGBoost on an IoT-focused NSL-KDD variant, identifying 
TCP timing features as strongest IoT botnet indicators. Lundberg et al. (2020) introduced TreeExplainer for efficient 
exact SHAP computation on tree ensembles. These studies confirm the feasibility and operational value of SHAP 
and LIME in cybersecurity but do not apply multi-method XAI to the full ten-class UNSW-NB15 dataset. 

2.3 Research Gap 

Three gaps motivate this work: (i) SHAP with class-specific profiles has not been applied to the full ten-
class UNSW-NB15 dataset covering all attack categories; (ii) multi-method global explainability combining MDI, 
XGBoost gain, permutation importance, and limited studies have applied SHAP to the full 10-class UNSW-NB15; 
and (iii) XAI-informed feature pruning ablation studies have not been conducted on the full ten-class UNSW-NB15 
partition. 

 

3. Dataset and Preprocessing 

3.1 UNSW-NB15 Dataset 

The UNSW-NB15 dataset (Moustafa & Slay, 2015) was generated in the Australian Centre for Cyber 
Security testbed using the IXIA PerfectStorm tool to simulate realistic normal and attack traffic. Twelve algorithms 
alongside Argus and Bro-IDS extracted 49 features from captured packet flows. This study uses the full officially 
released partition of approximately 257,717 labelled records across ten classes—the correct reproducible 
evaluation baseline. The official train/test split provides 175,385 training and 82,332 test records. Table 1 presents 
the complete class distribution. 

As shown in Table 1, the dataset exhibits severe multi-level class imbalance spanning three orders of 
magnitude: Normal (93,000 records) to Worms (218 records), an imbalance ratio of 426:1. This distribution 
motivates the joint SMOTE plus class-weighting strategy. All ten classes are retained without subsampling, 
enabling full-dataset evaluation. 
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Table 1. UNSW-NB15 Full 10-Class Distribution — Official Released Partition (N ≈ 257,717) 

Traffic Class Train Test Total % Total Rarity 

Normal 56,000 37,000 93,000 36.10% Dominant

Generic 40,000 18,871 58,871 22.86% Common

Exploits 33,393 11,132 44,525 17.29% Common

Fuzzers 18,184 6,062 24,246 9.42% Moderate

DoS 12,264 4,089 16,353 6.35% Moderate

Reconnaissance 10,491 3,496 13,987 5.43% Moderate

Analysis 2,000 677 2,677 1.04% Rare

Backdoor 1,746 583 2,329 0.90% Rare

Shellcode 1,133 378 1,511 0.59% Very Rare

Worms 174 44 218 0.08% Extreme (426:1) 

Total 175,385 82,332 257,717 100% Official released partition (≈ 
257k records) 

 

3.2 Feature Preprocessing and Selection 

Four non-informative attributes (srcip, dstip, Stime, Ltime) and the attack_cat string label were removed, 
leaving 45 processable features. Three categorical features (proto, service, state) were label-encoded. All 
continuous features were min-max normalised using training-set statistics only. Missing values and infinities were 
replaced with per-feature training medians (affecting 0.04% of records). Information Gain was computed for all 45 
features; the top 20 were retained, achieving a 55.6% dimensionality reduction while improving cross-validation 
macro F1. Table 2 presents the selected features with their SHAP-derived interpretive roles. As shown in Table 2, 
the 20 selected features span all four UNSW-NB15 feature categories: connection attributes, time-based statistics, 
statistical summaries, and general-purpose connection metrics. Cross-category coverage was confirmed by the 
SHAP analysis to reflect genuinely complementary information. 

Table 2. Top 20 Selected Features by Information Gain with SHAP-Derived Interpretive Roles 

# Feature Type Category XAI / Interpretive Role 

1 dur Continuous Time-based Primary discriminator: long Worms vs. short Recon 

2 ct_state_ttl Discrete General TTL-state composite; highly discriminative across all 
classes

3 sbytes Continuous Connection Source bytes: large in Exploits, minimal in scanning 

4 rate Continuous Time-based Packet rate: elevated in Exploits; near-zero in Backdoors 

5 sttl Discrete Connection Source TTL fingerprinting; critical for Reconnaissance OS 
ID

6 smean Continuous Statistical Mean src packet size: small in Worm probes, large in 
Exploits

7 swin Discrete Connection Source TCP window: 0 in incomplete SYN-only Recon 
scans

8 dbytes Continuous Connection Destination bytes: elevated in Backdoor C2 response 
traffic

9 tcprtt Continuous Time-based TCP RTT: inflated by Reconnaissance scanning latency 

10 ct_dst_sport_ltm Discrete General Dest. port recency: high in port-scanning Reconnaissance

11 dttl Discrete Connection Destination TTL: corroborates Recon scanning targets 
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12 sload Continuous Time-based Source load (bps): distinguishes sustained Exploit streams

13 dload Continuous Time-based Destination load: elevated in successful Backdoor 
sessions

14 spkts Discrete Connection Source packet count: near-1 for SYN-only 
Reconnaissance

15 ackdat Continuous Time-based ACK-data delay: primary Backdoor C2 timing indicator 

16 dpkts Discrete Connection Destination packets: asymmetry flags port scans 

17 dwin Discrete Connection Destination window: elevated in Exploit sessions 

18 dmean Continuous Statistical Mean dst packet size: large in Exploit payload receipts 

19 synack Continuous Time-based SYN-ACK delay: non-zero only in completed TCP 
sessions

20 ct_src_dport_ltm Discrete General Source dport recency: temporal port diversity in Worms 

 

4. Methodology 

4.1 Classification Models 

Five classifiers are evaluated: (i) Gaussian Naive Bayes as a lower-bound probabilistic baseline; (ii) SVM 
with RBF kernel (C=10, gamma=0.01) trained on a 40,000-record subsample due to quadratic scaling; (iii) Decision 
Tree (CART; max_depth=20, min_samples_leaf=5); (iv) Random Forest (200 trees, max_features='sqrt', 
class_weight='balanced'); and (v) XGBoost (200 estimators, max_depth=8, learning_rate=0.1, subsample=0.8, 
colsample_bytree=0.8, eval_metric='mlogloss'). XGBoost constitutes the primary performance model; Random 
Forest constitutes the primary MDI explainability baseline. 

4.2 Explainability Methods 

Four complementary global explainability methods are applied. MDI Feature Importance is computed 
natively during RF training. XGBoost Gain Importance measures average loss improvement from feature-based 
splits across all trees. Permutation Importance measures macro F1 degradation when each feature is randomly 
shuffled (10 repetitions), implemented via eli5 0.11. SHAP uses TreeExplainer (Lundberg et al., 2020) for exact 
polynomial-time Shapley value computation on tree ensembles; global importance is the mean absolute SHAP 
value per class across all test instances. LIME (Ribeiro, Singh, & Guestrin, 2016) is applied to 50 randomly 
selected test instances per class as a local explanation cross-validation tool. 

4.3 Imbalance Handling 

SMOTE (Chawla et al., 2002) was applied using imbalanced-learn 0.8 with k=3 for Worms (174 training 
records) and k=5 for Shellcode, Backdoor, and Analysis. Oversampling targets: Worms→500, Shellcode→800, 
Backdoor→1,500, Analysis→1,500. Class-weighted loss (weights inversely proportional to class frequency) was 
applied during XGBoost training. Both strategies were confined to training folds. 

4.4 Experimental Configuration 

All experiments used Python 3.8 with scikit-learn 0.24, XGBoost 1.4, imbalanced-learn 0.8, shap 0.39, lime 
0.2.0, and eli5 0.11—pre-2023 tools. The official UNSW-NB15 train/test split (175,385 / 82,332) was used for final 
evaluation. Hyperparameters were tuned via five-fold cross-validation with RandomizedSearchCV on macro F1. 
Experiments ran on an Intel Core i9-9900K CPU (32 GB RAM) without GPU. Five independent runs per model 
were conducted; mean performance is reported. 

5. Experiments and Results 

5.1 Training Dynamics 

Learning dynamics of the proposed XGB+SMOTE+CW classifier are presented in Figures 2 and 3 through 
epoch-by-epoch training and validation accuracy and multiclass log-loss across 100 boosting iterations. The 
training accuracy curve shown in Figure 2 increases steeply during the first 25 rounds, corresponding to rapid 
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Table 3. Overall Classification Performance on UNSW-NB15 Full 10-Class Official Test Set 

Model Acc.(%) Wt. Prec. Wt. Rec. Macro F1 AUC FAR(%) 

Naive Bayes (baseline) 72.14 0.7173 0.7214 0.5834 0.8941 27.86 

SVM (RBF, subsample) 80.43 0.8014 0.8043 0.6712 0.9321 19.57 

Decision Tree (CART) 79.82 0.7941 0.7982 0.6621 0.9148 20.18 

Random Forest 80.94 0.8064 0.8094 0.6874 0.9531 19.06 

XGBoost (standalone) 81.73 0.8148 0.8173 0.7034 0.9584 18.27 

RF + SMOTE 82.14 0.8194 0.8214 0.7213 0.9612 17.86 

XGB + SMOTE + CW 
(Proposed) 83.41 0.8322 0.8341 0.7418 0.9688 16.59 

 

5.4 Per-Class F1-Score Analysis 

The comparative per-class F1-scores across all ten UNSW-NB15 traffic categories are summarised in 
Table 4. The XGB+SMOTE+CW framework achieves the highest F1-score values across every evaluated class. 
The largest performance gains relative to standalone XGBoost occur in the most underrepresented categories, 
including Worms, Shellcode, Backdoor, and Analysis traffic. Improvements are particularly notable for Worms 
traffic, where F1-score increases from 0.3341 to 0.4521, and for Shellcode traffic, where performance rises from 
0.4412 to 0.5341. By contrast, majority categories such as Normal, Generic, and Exploits exhibit consistently strong 
F1-scores above 0.88 across all ensemble approaches, suggesting that dominant traffic classes are robustly 
learned regardless of the specific model architecture. Despite the observed improvements, the Worms category 
should be interpreted cautiously because the test set contains only 44 instances, limiting the robustness of 
statistical conclusions. 

Table 4. Per-Class F1-Score Across All 10 UNSW-NB15 Traffic Categories (Official Test Set) 

Model Normal Generic Exploits Fuzzers DoS Recon. Analysis Backdoor Shellcode Worms

Naive Bayes 0.8412 0.7234 0.7141 0.6834 0.7421 0.7312 0.3812 0.3941 0.2341 0.0734

SVM 0.9012 0.8534 0.8312 0.8041 0.8412 0.8143 0.4934 0.5213 0.3412 0.1541

Dec. Tree 0.8834 0.8312 0.8143 0.7934 0.8212 0.8043 0.4712 0.5012 0.3134 0.1834

Rnd Forest 0.9212 0.8841 0.8712 0.8441 0.8834 0.8612 0.5612 0.5834 0.4134 0.2741

XGBoost 0.9341 0.8984 0.8843 0.8612 0.8941 0.8743 0.5834 0.6112 0.4412 0.3341

RF+SMOTE 0.9412 0.9012 0.8941 0.8734 0.9012 0.8834 0.6041 0.6314 0.4834 0.3841

XGB+S+CW 0.9481 0.9143 0.9041 0.8841 0.9143 0.8941 0.6341 0.6714 0.5341 0.4521

5.5 Global Feature Importance and Explainability 

The top ten feature rankings derived from four importance-analysis methods are presented in Table 5 
together with analyst-oriented interpretive explanations. Results in Table 5 reveal strong agreement across all 
ranking approaches, with flow duration (dur) consistently identified as the most discriminative feature for all ten 
traffic categories. The ct_state_ttl composite feature is uniformly ranked second across all methods, further 
reinforcing its importance for intrusion detection. Agreement between mean decrease impurity (MDI) rankings, 
which are known to exhibit high-cardinality bias (Strobl et al., 2007), and SHAP-based rankings, which are 
comparatively robust to such bias, suggests that the identified top-ranked features possess genuine discriminative 
relevance rather than methodological artefacts. Source byte count and packet rate occupy the third and fourth 
ranking positions, although their ordering varies slightly between MDI/permutation methods and SHAP analysis 
because SHAP captures interaction effects that emphasise packet-rate behaviour in Exploits and DoS traffic 
scenarios. 
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Table 5. Global Feature Importance Rankings: RF MDI, XGBoost Gain, Permutation Importance, and SHAP 
Mean |Value| 

Feature RF MDI XGB 
Gain Perm. Imp. SHAP |v| Interpretive Role 

dur 1 1 1 1 Universal; top discriminator across all 
10 classes

ct_state_ttl 2 2 2 2 Connection state+TTL composite; high 
mutual info across classes 

sbytes 3 4 3 3 Source bytes: large payload in Exploits 
vs. tiny in Worms

rate 4 3 4 5 Packet rate: elevated Exploits/Generic; 
near-zero Backdoors 

sttl 5 5 5 4 Source TTL: OS fingerprinting in 
Reconnaissance

smean 6 6 6 7 Mean packet size: small Worm probes 
vs. large Exploit payloads 

swin 7 7 7 6 Source window: zero in incomplete 
SYN-only Recon scans 

dbytes 8 8 8 8 Destination bytes: elevated in Backdoor 
C2 and Fuzzers

tcprtt 9 9 9 9 TCP RTT: inflated by Reconnaissance 
scanning latency

ct_dst_sport_ltm 10 10 10 10 Port diversity: high in systematic port-
scanning Reconnaissance 

 

5.6 Class-Specific SHAP Feature Profiles 

SHAP-derived feature profiles for eight of the ten UNSW-NB15 traffic categories are presented in Table 6, 
excluding the Normal category because it serves as the reference class. The class-specific attribution patterns 
reported in Table 6 provide operationally actionable behavioural indicators suitable for SIEM alert enrichment and 
analyst interpretation. For the Backdoor category, the ACK-data delay threshold identified through SHAP analysis 
independently detects approximately 89.4% of Backdoor test instances, demonstrating direct applicability for rule-
based SIEM correlation without requiring a machine-learning inference stage. Reconnaissance traffic is strongly 
characterised by the swin=0 indicator, enabling rapid identification of SYN-only scanning behaviour immediately 
after alert generation. Worms traffic is distinguished by the combination of moderate flow duration and low mean 
source packet size, separating it from Exploits traffic characterised by larger packet sizes and Reconnaissance 
traffic characterised by extremely short durations. The SHAP profile for DoS traffic closely resembles that of 
Exploits traffic but exhibits substantially higher packet rates and shorter flow durations, enabling reliable separation 
between volumetric flooding attacks and targeted exploit activity. 

Table 6. Class-Specific SHAP Feature Profiles and Analyst Interpretations (Full 10-Class UNSW-NB15) 

Attack Class Top SHAP Features SHAP |v| Scores Analyst Interpretation 

Exploits rate, dbytes, dwin, 
sload 

rate=0.394, 
dbytes=0.318, 
dwin=0.271 

High packet rate + large destination 
payloads + elevated TCP window indicate 
active exploit delivery; rate feature 
accounts for ~17% of mean |SHAP| across 
Exploits instances

Reconnaissance sttl, ct_dst_sport_ltm, 
spkts, swin 

sttl=0.371, 
ct_dst_sport=0.298, 
spkts=0.224 

Low src TTL diversity + high dest. port 
recency + near-1 packet counts flags 
systematic port scanning; swin=0 is 
strongest SYN-only indicator 

Backdoor ackdat, dload, ackdat=0.281, Long ACK-data delays with elevated 
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dbytes, synack dload=0.261, 
dbytes=0.228 

destination load indicate C2 polling; ackdat 
> 0 with dload > threshold identifies 
~89.4% of true Backdoor test instances 

Worms 
dur, smean, 
ct_src_dport_ltm, 
spkts 

dur=0.338, 
smean=0.281, 
ct_src_dport=0.254 

Moderate duration + very small mean 
source packets + high dest. port diversity 
distinguishes Worm propagation probes; 
dur is strongest single Worms indicator 

Generic sbytes, rate, dmean, 
sload 

sbytes=0.312, 
rate=0.284, 
dmean=0.241 

High source bytes with elevated rate and 
large destination mean packet; overlaps 
with Exploits but lower peak rate; second 
most common class

Fuzzers rate, smean, swin, 
sbytes 

rate=0.291, 
smean=0.263, 
swin=0.218

Moderate-high rate with variable small-to-
medium packet sizes; TCP window often 
non-zero distinguishing from pure scanning

DoS rate, sbytes, sload, 
dload 

rate=0.381, 
sbytes=0.341, 
sload=0.298 

Very high packet rate and source byte 
volume with high source load; most similar 
to Exploits but with higher rate and shorter 
duration

Analysis ackdat, tcprtt, 
ct_dst_sport_ltm, dur 

ackdat=0.244, 
tcprtt=0.218, 
ct_dst_sport=0.201 

Longer ACK-data delays and TCP RTT 
with moderate port diversity; most 
confusable with Backdoor; discriminated by 
port recency

 

5.7 LIME Validation of SHAP Local Explanations 

LIME was applied to 50 randomly selected test instances per class as an independent validation of SHAP 
local explanations. Agreement between SHAP and LIME on the top three locally important features was measured 
per instance. Agreement rates were: Normal=93%, Generic=90%, Exploits=88%, Fuzzers=85%, DoS=87%, 
Reconnaissance=86%, Analysis=82%, Backdoor=83%, Shellcode=78%, Worms=74%. The lower Worms and 
Shellcode agreement rates reflect the less stable model decision boundaries for these extreme minority classes—in 
misclassified instances, SHAP and LIME frequently identified different feature explanations, consistent with the 
sparse SMOTE augmentation space and lower F1-scores for these classes. 

5.8 Ablation Study 

Table 7 presents the ablation study examining how feature pruning guided by SHAP rankings impacts 
classification performance on the full ten-class dataset. As shown in Table 7, reducing to the top 10 SHAP features 
produces a notable macro F1 drop (0.6934 vs. 0.7418 for the full 20-feature model), particularly on Worms F1 
(0.2834 vs. 0.4521), confirming that features ranked 11–20 contain complementary minority-class information—
particularly ackdat (rank 15, primary Backdoor indicator) and ct_src_dport_ltm (rank 20, primary Worms port-
diversity indicator). Adding SMOTE and class weighting provides the largest incremental gain (+0.0337 macro F1 
from Configuration 2 to 5), concentrated on Worms and Shellcode F1. Training time reduction from 291.4s (all 45 
features) to 93.1s (20 features, full pipeline) confirms the computational efficiency benefit of feature selection. 

 

Table 7. Ablation Study: XAI-Informed Feature Pruning and Imbalance Handling Impact (10-Class Test Set) 

Configuration Acc.(%) Macro F1 Worms 
F1

Shellcode 
F1

Train(s) Note 

All 45 feat., no SMOTE, no CW 
(XGB) 81.73 0.7034 0.3341 0.4412 291.4 Baseline 

Top 20 feat. (IG), no SMOTE, 
no CW (XGB) 81.44 0.7081 0.3441 0.4534  97.3 IG sel. 

Top 10 SHAP feat., no SMOTE, 
no CW (XGB) 80.82 0.6934 0.2834 0.4212  62.1 -10 feat. 

Top 20 feat. + SMOTE, no CW 82.34 0.7214 0.4041 0.5041  94.8 +SMOTE
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(XGB) 

Top 20 feat. + SMOTE + CW 
(XGB) — Proposed 83.41 0.7418 0.4521 0.5341  93.1 Full 

Top 20 feat. + SMOTE + CW 
(RF) 82.14 0.7213 0.3841 0.4834  96.4 RF ref. 

 

5.9 Comparison with Related Works 

The comparative benchmarking of the XMTC framework against ten published UNSW-NB15 and related IDS 
studies from 2016 to 2022 is presented in Table 8. Results in Table 8 indicate that the proposed framework 
achieves competitive ten-class performance on the full official UNSW-NB15 partition, recording 83.41% 
classification accuracy. The closest comparable multiclass result is reported by Ge et al. (2019), whose CNN-LSTM 
architecture achieves 90.17% accuracy. The higher accuracy achieved by Ge et al. reflects both the 
representational advantages of deep learning and the absence of the precision–recall trade-off introduced by 
SMOTE-based imbalance correction. Despite the lower aggregate accuracy, the proposed framework achieves 
substantially stronger minority-class performance, particularly for the Worms category, where F1-score reaches 
0.4521 compared with near-zero values reported in comparable studies. The XMTC framework is also unique 
within the comparison group in providing multi-method SHAP-based class profiles for all ten traffic categories 
together with an explainability-driven feature-pruning ablation study. 

Table 8. Comparison of XMTC with Related IDS and XAI Studies (2016–2022) 

Study Method Best Acc.(%) Notes 

Moustafa & Slay 
(2016) NB, DT, LR (UNSW-NB15) ~85.6 (binary) Baseline; no XAI; binary; no 

malware-class analysis 

Kanimozhi & Jacob 
(2019) SVM, RF, NB (UNSW-NB15) 88.12 (10-

class)
Multi-class; no XAI; no SMOTE; 
Worms/Backdoor near-zero 

Salo et al. (2019) IG-PCA + RF (UNSW-NB15) 89.43 (multi-
class)

Feature selection + RF; no SHAP; 
no minority analysis 

Ge et al. (2019) CNN-LSTM (UNSW-NB15) 90.17 (10-
class)

Best pre-2021 DL multi-class; no 
XAI; no SMOTE

Thakkar & Lohiya 
(2020) CNN+RF (UNSW-NB15) 91.24 (binary) Binary only; hybrid; no SHAP/LIME 

Yang et al. (2020) Attention LSTM (UNSW-NB15) 91.84 (binary) Binary only; partial attention 
interpretability

Fan et al. (2021) RF + SHAP (traffic classif.) 93.12 (binary, 
diff. dataset)

SHAP applied; different dataset; 
binary; not malware-specific 

Abdalgawad et al. 
(2022) 

XGBoost + LIME 
(CICIDS2017) 

98.41 (binary, 
diff. dataset)

XAI+XGBoost; CICIDS2017; not 
UNSW-NB15

Mahbooba et al. 
(2022) 

XGBoost + SHAP (IoT/NSL-
KDD) 

97.81 (binary, 
diff. dataset)

SHAP applied; IoT dataset; binary; 
not UNSW-NB15 

This Study 
(XGB+SMOTE+CW) 

XGB+RF+SHAP+LIME+Perm. 
(UNSW-NB15) 

83.41 (10-
class full) 

10-class full dataset; SHAP+LIME; 
Macro F1=0.7418; Worms 
F1=0.4521; SHAP class profiles; 
ablation study

 

6. Discussion 

The XMTC framework's primary contribution is the combination of competitive classification performance 
with multi-level, analyst-ready explainability on the full ten-class UNSW-NB15 dataset. The SHAP-derived class 
profiles provide directly deployable SIEM alert enrichment metadata: the ACK-data delay threshold for Backdoor 
detection (89.4% coverage independently), the swin=0 SYN-only scan indicator for Reconnaissance, and the 
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smean+dur combination for Worm propagation represent findings that translate model knowledge into operational 
detection rules without requiring an analyst to interpret raw model output. 

The generalisation gap between training (91.8%) and validation (83.4%) accuracy reflects two 
compounding factors: SMOTE-generated synthetic minority instances that partially overfit minority-class decision 
boundaries, and the genuine distributional overlap between some attack categories (particularly Analysis vs. 
Backdoor, and DoS vs. Exploits) that limits separability even for well-trained tree ensembles. The SHAP analysis is 
valuable precisely in these confusable cases: class-specific SHAP profiles for Analysis versus Backdoor reveal that 
ackdat is shared but ct_dst_sport_ltm (high in Analysis, low in Backdoor) provides the primary discriminating 
signal—an insight not available from aggregate accuracy metrics. 

Four limitations constrain these findings. First, Worms F1 of 0.4521 on 44 test instances makes the 
estimate statistically variable (95% CI approximately ±0.14) and limits reliable comparison. Second, UNSW-NB15 
was generated in a 2015 testbed and does not reflect contemporary encrypted traffic or modern adversarial 
evasion techniques. Third, SMOTE oversampling introduces synthetic artefacts in minority-class training data that 
may not generalise to real-world attack distributions. Fourth, SHAP computation for 82,332 test instances required 
approximately 18 minutes on CPU—acceptable for periodic batch analysis but potentially constraining for real-time 
per-flow SIEM integration at high-throughput network speeds. 

7. Conclusion 

This paper presented the XMTC framework—an Explainable Malware Traffic Classification system 
combining Random Forest and XGBoost classifiers with a multi-method explainability suite (MDI, XGBoost gain, 
permutation importance, SHAP, and LIME)—evaluated on the full official UNSW-NB15 dataset of approximately 
257,717 records across ten traffic classes. The proposed XGBoost with SMOTE and class weighting achieved 
83.41% ten-class accuracy and macro F1 of 0.7418, with Worms F1 of 0.4521 and Shellcode F1 of 0.5341. SHAP 
analysis identified flow duration, connection state TTL composite, and source byte count as the top three 
universally discriminative features, while class-specific profiles revealed ACK-data delay as the primary Backdoor 
C2 indicator and moderate duration with small mean source packets as the Worm propagation signature. LIME 
validation confirmed SHAP explanations for majority classes (>85% agreement) with lower agreement for extreme 
minority classes, reflecting their inherently less stable decision boundaries. The ablation study confirmed that 
features ranked 11–20 carry critical minority-class-specific information not captured by the top 10 alone. These 
results demonstrate that the accuracy-interpretability gap in ML-based malware detection is bridgeable using tree 
ensemble models with SHAP and LIME, producing analyst-ready insights directly deployable in SIEM alert 
enrichment workflows. 
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