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Abstract—In this study Support Vector Machine 
(SVM) model for threat detection and 
classification in deep packet inspection 
applications is presented. The focus was to utilise 
SVM for the detection of network threat at the 
point of packet arrival to a network. The result 
obtained from the SVM model is then employed in 
the deep packet inspection (DPI) for detection of 
intrusion on the Software Defined Network (SDN) 
facility. Network threat dataset from Alibaba 
Silexscure limited and Kaggle repository was 
used in the SVM model development. The model 
evolution results showed that benign attack had 
88.9% for TPR and 11.2% for FNR, DDoS was 
classified with 64.8% for TPR and 36.2% for FNR.  
Also, web based attack considering brute force 
recorded 99.4% for TPR and 0.6% for FNR, while 
SQL injection attack recorded 100% for TPR and 
0% for FNR. Web based XSS attack recorded null 
TPR and 100% FNR, while for normal packet 
classification, the TPR reported 100% and 0% 
FNR. In all, the results showed that the model was 
very good in classifying certain threats such as 
benign, DDoS, SQL and normal packet, it was 
however fair in detecting brute force attack and 
also was not able to correctly classify XSS attack. 

Keywords— Support Vector Machine, Deep 
Packet Inspection, Threat Detection, Threat 
Classification, Network Security 

 
1. INTRODUCTION 

In recent years, researchers have revealed that 
virtually all sectors of the global economy fell victim to 
cybercrime, marking an alarming escalation in the global 
cyber-threat landscape [1,2,3]. Coupled with the 
sophistication of the attack models due to the advancement 

of technologies and also the inevitability of flaws in the 
targeted network infrastructures, this has underscored the 
critical importance of robust Cyber Security (CS) measures 
against cyber threats [4,5]. 

According to [6,7], a cyber-threat is a malicious 
act perpetrated by an attacker to damage, disrupt, steal, or 
compromise digital life with the motive to cause harm to an 
organization or individual. In other words, it is an activity 
tailored toward the compromise of an automated 
information system through unauthorized access, 
destruction, disclosure, modification of information, or 
denial of service [8,9]. The process of cyberattack begins 
with the scanning of network infrastructure for 
vulnerabilities by the threat actors, and then the identified 
flaws are exploited for the attack using threat features such 
as malware, viruses, worms, data breaches, denial of 
service attacks, and other attack vectors [10,11]. When this 
threat penetration is successful, [12,13] revealed that the 
implications can be devastating, with huge consequences 
such as disruption of critical services, financial losses, 
reputational damage, compromise of sensitive information, 
and, in some cases, even national security threats, hence the 
need for an urgent solution.  

Accordingly, in this work, Support Vector 
Machine (SVM) model for threat detection and 
classification in deep packet inspection applications is 
presented [14,15]. This study is therefore, focused on 
modelling and demonstration of a smart deep packet 
inspection framework for the security of critical network 
infrastructure and this can be integrated with deception 
based machine learning technique. When integrated, the 
deception approach can then divert the attacker to a decoy 
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